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Topics
Introduction and Motivation
ML Fundamentals
Testing 👈
Adversarial Machine Learning
Uncertainty Estimation
Explainability
Anomaly Detection
Alignment
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Agenda
Recap: Training models
Testing and Generalization - Why should I care?
Operational Design Domain - Where does my model work?
Robustness - What if I leave my design domain?
Model Bias - Is my model fair?
Target Leakage

3



Introduction - Software Testing & ML Testing

Traditional softwares are logic driven
Humans write logic
Software Testing ensures that written logic aligns with expected behaviour

ML Systems are Data Driven
Desired behaviour is provided as examples during training
How do we ensure that this logic is consistent?

https://www.jeremyjordan.me/testing-ml/
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ML System - Principle components
Dataset: in supervised settings 
Assumption: Examples are independent and identically distributed "iid"

D = {(x ​, y ​)} ​n n n=0
N

Model: function of input
 with ​ ​ =ŷn f(x ​, θ ) ≈n

⋆ y ​n n ∈ {1, ...,N}
Learning: Optimize parameters based on data
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Learning: Searching Parameter Space
Iteratively adjust a model parameters based on training data
Usually based on some quality measure (loss function)

Empirical Risk Minimization

Risk = Probability  Damage
Empirical Risk 

Objective: Generalization

Find parameters such that risk is low on unseen data

×
R ​(f ,X, y) =emp ​ ​ ℓ(y ​, ​ ​)

N
1 ∑n=1

N
n ŷn
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Generalization

Underfitting : Low complexity model on high complexity data

Over Fitting : High complexity model on low complexity data

Ideal fit : Balance between bias and variance of the model
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Testing for Generalization
Ultimate goal: performance on unseen data
How do we measure this?

Splitting the dataset

Use the inner split (Validation) to tune the parameters/hyper parameters
Use the outer split (Testing) to test for generalization
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K-Fold Cross Validation

Choose the model with the lowest expected risk 

E ​[R] ≈x,y ​ ​ R(ν , f )
K

1

n=1

∑
K

(k) (k)

E[R(ν, f)]

Benefits

Ensembles tend to improve performance
Variance of ensemble prediction: uncertainty estimate
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Measuring Performance - Classification

 
Accuracy : ​ ×

TN+TP+FN+FP
TP+TN 100 = 98%

Balanced Accuracy :  ​ ×2
​ + ​

TP+FN
TP

TN+FP
TN

100 = 50% = dart throwing chimpanzee 🎯🐒

Different metrics measure different things

⚠️ Metrics might be deceptive ⚠️
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In Practice - Semantic Segmentation

Objective

Classify every pixels within an image into distinct classes
Vital part of cognition system in autonomous vehicle

Dataset: Training set : 3200 | Validation : 600 | Testing : 200
Loss: Cross Entropy Loss ↓
Testing metrics: mean Intersetion over Union (mIoU) ↑
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In Practice - Semantic Segmentation
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In Practice - Segmentation Segmentation

Same image in a night condition

What if we introduce fog and rainfall?
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Operational Design Domain (ODD)

Realistic environments: dynamic, non-stationary,
unpredictable
The environment is constrained, considering
subsets of all possible situations
Generally proposed by Domain Experts
Designed even before data gathering/curation
phase
But evolves over time

➡️ Gather a test set that covers the ODD
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Robustness
Ability of a model to maintain performance under uncertain, adversarial and unexpected
conditions
Helps in identifying specific weaknesses in models

Robustness Testing

Apply artificial perturbation over images
Monitor performance changes
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Model Biases
A model produces systematically prejudice (pre-
conceived) results
If there is an inherent bias in the input data, it is likely
to show in the model's output decision
Examples:

A facial recognition system can start to be racially
discriminatory
A credit application evaluation system can become
gender-biased

Sometimes model bias can render an application
useless

A voice assistant model on people speaking same
dialect
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Logical Reasoning with LLMs
Question:
A new program had 60 downloads in the first month. The number of downloads in the second
month was three times as many as the downloads in the first month, but then reduced by 30% in
the third month. How many downloads were there in the third month?
Solution:
m1 = 60
m2 = 3 × m1 = 180
m3 = ​

×100
(100−30) 180 = 126

Can a Large Language model solve this?

Microsoft Research - phi - 1.5 (1.3 b) https://twitter.com/suchenzang/status/1701615029211238904
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Logical Reasoning with LLMs

What if we change the number?

What if? https://twitter.com/suchenzang/status/1701615029211238904
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Target Leakage
Test dataset becomes accessible during the
development stage
Memorization is not the objective, logical understanding
(generalization) is
LLMs are trained on Terabytes of data:

No proper documentations/opensourcing on the data
that a model was trained on
It is difficult to analyse Terabytes of data
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Target Leakage - Time Series
Future information unintentionally included in training
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Recap
Machine Learning Testing ensures the consistency of the desired behaviour of a model
Behaviour of the model greatly depends on the training data
Model biases can sometimes render the model useless
Data leakage would affect generalization
ODD can used to constrain the operating environment

Could be used as a guide to gather testing data

Robustness testing could systematically reveal model weaknesses
Do not rely on one metric as a performance indicator
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Reading Suggestions
Mathematics for Machine Learning

Section 8.2
Section 8.6
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