
Hot Topics in Machine Learning Safety

Adverserial Machine Learning
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Seminar Schedule
Introduction and Motivation
ML Fundamentals
Testing
Explainability
Uncertainty Estimation
Anomaly Detection
Adversarial Machine Learning 👈
Alignment/Societal/Long-Term Risk
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Agenda
Adversarial Attacks

Basics
Adding Constraints

Adversarial Defense
Gradient Obfuscation
"State-of-the-Art"

Bonus: What we do at the CSE
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Same model, slightly different image

83.95% Samnonyed 99.08% Persian Cat
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Lack of Robustness
Small changes in input can lead to large changes in output
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Adversarial Attacks
Normally: optimize weights to minimize loss
Computation graph  we can calculate
arbitrary derivatives
Idea: optimize input to maximize loss

New Objective

Given 

→

x ​0

max ​ L(y, f(x))x

x ​ =i+1 x ​ +i α∇L(y, f(x ​))i
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Adversarial Attacks
Same concept applied to images
Image does not change much, output does
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Adversarial Attack
Low-dimensional data: huge change necessary to change output of network
High-dimensional data: often a slight change (imperceptible) in sufficient
Attacks tend to generalize between models
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Optimizing Correct Class
What happens if we instead increase the probability of the correct class?

0:00
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Further Optimization
Include distance between images into optimization

introduces an additional term

​ L(y, f( )) −
x̂

max x̂ λ∥ −x̂ x∥2
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Defense against Adversarial Attacks
What could we do? Ideas?
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Approaches
1. Make gradient ascend difficult (gradient obfuscation, make  uninformative)
2. Make the model more robust (larger  needed)

∇L

∥ −x̂ x∥
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Obfuscated Gradients

Easy for SGD Hard for SGD
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Gradient Obfuscation
Shattered Gradient: defense is non-differentiable or numerically instable
Stochastic Gradients: e.g., transform input randomly before forward pass
Vanishing or exploding gradient: computational loops in model
Problem: Apparently not that helpfull (see )https://arxiv.org/pdf/1802.00420.pdf
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Increase Robustness
Make loss surface smooth
Adversarial training

Attack inputs as pre-processing during training
Does not generalize well between attacks
Decreases performance on normal data

Training with more data (pre-training)
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Attacks on LLMs
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Attacks on LLMs
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Attacks on LLMs
Take some openly source model that was safety-trained, e.g. Vicuna
Create a model that rates the "unsafety" of some text
Optimize the suffix of the prompt, such that "unsafety" of the output is maximized
Adversarial suffixes generalize to different models, e.g., ChatGPT

Problem

You can always generate new adversarial suffixes
This might well be unfixable
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Take Home Assignment (Optional)
Read "Obfuscated Gradients Give a False Sense of Security: Circumventing Defenses to
Adversarial Examples"

Excercise notebook will be released soon

https://arxiv.org/pdf/1802.00420.pdf
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