
Hot Topics in Machine Learning Safety

Alignment Problem
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Seminar Schedule
Introduction and Motivation
ML Fundamentals
Testing
Explainability
Uncertainty Estimation
Anomaly Detection
Adversarial Machine Learning
Alignment/Societal/Long-Term Risk 👈
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Agenda
Artificial General Intelligence
AI Alignment
Objective of Alignment
Failure Modes
Learning from Feed Back
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Artificial General Intelligence (AGI)
Growth of AI is substantial over last 15 years
Many successess are narrowly focussed on well defined tasks
Can AI systems match/surpass human intelligence in all relevant aspects?
AGI systems demonstrate broad capabilities of cognitive intelligence (hypothetically)
Current multi-modal architures show "sparks of AGI"

With great capabilities (power); comes great responsibilities
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What is wrong with current LLMs?
Untruthful Answers
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What is wrong with current LLMs?
sycophancy: insincere flattery given to gain advantage of superior
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What is wrong with currrent LLMs?
Deception
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Alignment?
How can we define Alignment?
Example : I have a paper clip manufacturing factory and i want to include an AI to improve
productivity
1. The model does what i instruct it to do

AI: Humans have atoms, i can use those to increase production ❌

2. The model does what I intend it to do
AI: I can make cheaper paper clips with plastics, i will make more plastics ❌

3. The model does what I would want it to do if I were rational and informed
AI: I will make paper clips with recycled plastics, but i can maximize production if i invest
employee wellfare fund in manufacturing ❌

4. The values approach: The model does what it morally ought to do, as defined by the individual
or society

The values approach ✅
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Why Alignment?
To achieve human goals
AI systems tend to cheat, they try to find loopholes that help them accomplish the specified
objective efficiently, but with unintended ways

0:00 / 0:56
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Why Alignment?
To preventing existential risk
Unaligned AI systems can potentially inflict harm upon society
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Why Alignment?
To pursue (safe) Artificial General Intelligence (AGI)
and to avoid other interesting events
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Principles of Alignment
Robustness: AI operates reliably under diverse scenarios & Resilient to unforeseen disruptions
Interpretability: AI's decisions are comprehensible & Truthful
Controllability: Behaviors can be directed by a human & humans should be allowed to intervene
when needed
Ethicality: AI must adhere to global standards & respects the value of human society
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What causes misalignment?
Reward Hacking
Goal Misgeneralization
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Reward Hacking

When a model is optimized on a specific objective, its behaviour deviates human expectations
Reward function incentivize incorrect behaviour
Agents may appear proficient according to metrics, but fall short on human standards
Ex : autonomous cars taking extreme steps to avoid traffic violations

"When a measure becomes a target, it ceases to be a good measure" -
Goodhart's Law
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Goal Misgeneralization
When a model overfits on a data it exhibits training set behaviour during deployment
Ex : Autonomous cars misinterpreting white truck as sky
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Fix - Learning from Feedback
Conventional objective do not necessarily capture human preference
Having human in the loop for feedbacks
What if we use feedback as a loss to optimize the model
Reinforcement Learning from Human Feedback (for Large Language models)
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Finetuning LLM as a Reinforcement Learning problem
RL Primer policy - Language Model

action space - Vocabulary of LM
reward function - reward model and a
constraint on policy shift

17



Reinforcement Learning from Human Feedback
3 step process

STEP 1: pre-train a Language Model
unsupervised or supervised
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Reinforcement Learning from Human Feedback
STEP 2 : Train a Reward Model
A model that outputs a scalar reward/score based on human preferences
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Train a reward model
Where do we get preference data?

Annotate previously generated texts - if they are acceptable or not

Human assigned scalar scores can be noisy and uncalibrated
Regularized by ranking

lots of humans, annotates lots of texts generated by lots of models
generated texts are ranked by combining human annotations
use this ranking to train reward model
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Putting it all together

1. Make a copy of base model (active model)
2. Freeze the weights of base model
3. Generate predictions from both model
4. Find the divergence in the probability distribution of results from both models (KL)
5. Calculate reward from active model (prompt + response)
6. Objective : increase the reward; but dont over shoot the divergence
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Reinforcement Learning from Human Feedback
Works well and aligns LLMs
but still has a lot of open problems

No clear baselines for reward model
Requires GPU resources to train reward model and also to fine-tune a Language Model

Solution : Finetuning by freezing some weights

Collecting preference data
Human Bias
Solution : Recursively update the reward modelling process
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Evaluating Alignment
Building Moral Datasets :

Datasets to ensure AI alignment with human morals
Ex : ETHICS, MoralExceptQA, CommonSense Norm Bank
Definition and evaluation of morals is challenging and active research topic

Scenario Simulation :
Simulate diverse, morally salient scenarios
Ex : evaluate deception, observe model behaviour in adventure game,...
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Reading Suggestions
Illustrating Reinforcement Learning from Human Feedback (RLHF) -

AI Alignment: A Comprehensive Survey - 
https://huggingface.co/blog/rlhf

https://arxiv.org/pdf/2310.19852.pdf
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